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FAKE EMAIL SCAMS

M. DETECTING EMAIL sScaMs 4\

This may be a false link! Always key in the url www.ambankgroup.com
to avoid re-direction to phishing sites.

From: Group I = .com]
Sent: Sunday. 23 September, 2012 10:59 PM
To: o i

Subject: Account safety alert

AmBank Group

Dear Customer,
It has come o bur notice that your account profile has not been validated since we upgraded
our server. To avoid account suspension, kindly (o9 on to our website below to validate your srofile.

waver.ambankaroun.com
= o nsm e il
We Sre sorry for any inconveniency this may cause.

Thanks for choosing ust
{AmBank Sroup)

Example of an actual scam/phishing email (dated 23 Sept 2012)

Ensure the URL is “https://ambank.amonline.com.my/”
Any other address is considered faise or inauthentic :

l QY htps://fambank.amonline.com.mvy/

" | Frttse: J jamibank. smonkne. com.my )
AmBank Group

Weicome to cour new AmOnline Login Page!

DO NOT respond 1o emails, SMSes or phone calls claiming to
e from AmBank requesting Tor your personal informaton
such as login ID/passwora/ TAC numbober etc

NEVER access the AmBank Group website from sftachments
or website links in any email. t may be a scam

WARNING Flease ensurs you get to this login pages

frombttpiambankgroup. com/

LoginiD - |

A Your Security Image must ALWAYS be displayed when logging onto AmOnline.

Welcome to our new AmOmniine Login Page!

— e AmOnline Sen/
Attention! 6:00 am.to 114

The security image below appears each time you key-in your Login ID. Please

| wverily that this is the image that you have chosen before keying in your
d. If the is incorrect, DO NOT PROCEED. Call our AmBank T‘Q"SEC“OP{ Ay
Contact Centre at 03-2178 8888 for assistance. / can be obtain v
P —

SMS: You mus

AmMEBEank

CONTACT CEN
1. Call (=
2. Select
3. Press

The IVR (Interac
through the TAC

Password : | For those withc

NumBar, the ¢

Executive._

MNote :

Example of an actual scam/phishing website (dated 23 Sept 2012)
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